Unconventional Malware
Detection


















How a worm works (Welchia/Nachi)

. Pings random network ranges
. Sends RPCDCOM Attack to responsive hosts

. If the Attack succeeds, uses TFTP to download the
worm from the attacking hosts

. Executes the worm
. The worm downloads patches from Microsoft
. Patches system

. Starts scanning for more victims
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Detecting Welchia/Nachi

= Anti-Virus
= Detect the PING and RCPDCOM packets

= \Volume of network traffic

= HTTP download of patches

Source: Nachi worm ICMP traffic on Internet2
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What makes malware tick?

= Network propagation
— E-mall, Scanning, Instant Messaging (IM), Shares

= Control channels
— IRC, IM, HTTP/HTTPS

= |ntellectual Property (IP) Leakage
— HTTP, FTP
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Detecting scanning malware

LaBrea: A low interaction honeypot
—  Written by Tom Liston (http.//labrea.sourceforge.net)

When placed on an unused subnet, will respond to
ping and TCP requests as though the subnet is fully
populated

Can dampen the propagation of network based
malware

Logs all traffic via syslog

Extremely simple configuration
— A few lines in one text file
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[T WORKS!
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Detecting e-mail worms

No network scanning

Every infected system needs to send e-mail to propagate
Only authorized mail relays can send e-mail

Egress filters and logging RULE!

Simple script to find outbound E-Mailers

% cat fwlogs | grep ‘src zone=Trust’ | grep ‘action=Deny’ | grep
‘dst_port=25"
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Detecting spyware

User Agent Strings, every browser has one

Tcpflow is an open source TCP stream reassembler

—  Written by Jeremy Elson (http.//www.circlemud.org/~jelson/software/tcpflow)

Combine tcpflow with a little perl and you have a
User Agent String sniffer
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User agents tell tales

MOZILLA/4.0 (COMPATIBLE; MSIE .0; WINDOWS .0; 0312461; FOO0.V1B; ; NET CLR
1.1.4322)

MOZILLA/4.0 (COMPATIBLE; .0; WINDOWS .0; 0312461; ; .NET CLR 1.1.4322)

MOZILLA/4.0 (COMPATIBLE; .0; WINDOWS .0; 0312461; ; FOO.V1B; .NET CLR
1.1.4322)

MOZILLA/4.0 (COMPATIBLE; MSIE 6.0; WINDOWS .0; 0312461; YPC 3.2.0;
AMGEN.V1B; .NET CLR 1.1.4322)

MOZILLA/4.0 (COMPATIBLE; MSIE 6.0; WINDOWS .0; 0312461; FOO.V1B; .NET CLR 1.1.4322;
)

MOZILLA/4.0 (COMPATIBLE; MSIE 6.0; WINDOWS .1; SVi1; ; INFOPATH.1l; .NET CLR
1.1.4322; .NET CLR 2.0.50727)

MOZILLA/4.0 (COMPATIBLE; MSIE 6.0; WINDOWS .1; SVi1; ; .NET CLR 1.1.4322;
.NET CLR 2.0.50727; INFOPATH.1)

MOZILLA/4.0 (COMPATIBLE; MSIE 6.0; WINDOWS .0; 0312461; YPC 3.0.1; FOO.V1B; .NET CLR
1.1.4322)

MOZILLA/4.0 (COMPATIBLE; MSIE 6.0; WINDOWS .0; 0312461; SBCYDSL 3.12; YCOMP 5.0.0.0;
AMGEN.V1B; .NET CLR 1.1.4322)

MOZILLA/5.0 (COMPATIBLE; GNOTIFY 1.0.25.0)
MOZILLA/4.0 (COMPATIBLE; GOOGLETOOLBAR 3.0.131.0-BIG; WINDOWS 2000 5.0; GOOGLE-TR-3)
MOZILLA/4.0 (COMPATIBLE; MSIE 6.0; PLAXO 2.8.1.2)

MOZILLA/4.0 (COMPATIBLE; MONEYCENTRAL; VERSION 15.0.0.513)
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Detecting control channels

Internet Relay Cat (IRC)
Instant Messenger
HTTP/HTTPS

Egress filtering and logs to the rescue again!
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Scripts a-go-go

= Simple script to find outbound IRC

% cat fwlogs | grep ‘src zone=Trust’ | grep
‘action=Deny’ | egrep ‘dst_port=666[0-9] °
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More scripts a-go-go

= A not-so-simple script to find clients with DNS issues

% OutBoundDNS.pl fwlogs
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Detecting new websites that have never
been visited before

Never before seen (nbs)

—  Written by Marcus Ranum (http://www.ranum.com/security/computer_security/index.htmi)

Creates and manages a simple and fast database of
strings that have been seen before

= (Create a database

% nbsmk -d /var/tmp/neverseen

= Now it is time to get to parsing
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Test your perl-fu

= QOur web proxies store all the info we need

% cat proxylog | /usr/bin/perl -e
'while($line=<stdin>){if($line=~m/*.*\s(http\:\/\V/[\w\d\.\-
\ ]+).*$/){print "$1\n";}}’ > urilog

= Don'’t panic, we are just getting rid of cruft

= Now lets start training nbs

% cat urilog | nbs -d /var/tmp/neverseen
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One month later . . .

= Now that NBS is trained, we can scrutinize new
URI’s

% cat proxylog | /usr/bin/perl -e

'while($line=<stdin>) {if( $line=~m/".*\s(http\:\/\V/[\w\d\.\-\ ]+).*$/) {print "$1\n";} }'
| nbs -d /var/tmp/neverseen

http://www.sun-herald.com

http://www.saraevans.com

http://www.comiczone.com

http://www.physics.ubc.ca

http://www.nieforth.com
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Network traffic trends

= Remember Welchia/Nachi?
= Firewalls logs can be monitored/mined for trending

= Who is pinging what, when, how much and how
long?
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On an empty netwotrk you can ping
forever
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Every good presentation needs a

pretty graph

“The frequency and
relation of
uninteresting events
are interesting.”

-Marcus Ranum
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Firewall Log Analysis
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Firewall Log Analysis (cont)
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Current/future research

= The wire spy (wsd)

— This utility sniffs the network, building access control lists
based on the traffic that is seen on the wire.

— After training wsd, any added ACLs must be traffic that has
not been seen before

= DNS statistical analysis to detect traffic blooms
— Many systems searching for one(or few) new names
— One(or few) systems searching for many new names
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Questions?




